Abstract-In this paper, two image encryption schemes are proposed for grayscale and color images. The two encryption schemes are based on dividing each image into blocks of different sizes. In the first scheme, the two dimension (2D) input image is divided into various blocks of size N × N . Each block is transformed into a one dimensional (1D) array by using the Zigzag pattern. Then, the exclusive or (XOR) logical operation is used to encrypt each block with the analogous secret key. In the second scheme, after the transformation process, the first block of each image is encrypted by the corresponding secret key. Then, before the next block is encrypted, it is XORed with the first encrypted block to become the next input to the encrypting routine and so on. This feedback mechanism depends on the cipher block chaining (CBC) mode of operation which considers the heart of some ciphers because it is highly nonlinear. In the case of color images, the color component is separated into blocks with the same size and different secret keys. The used secret key sequences are generated from elliptic curves (EC) over a binary finite field F2m . Finally, the experimental results are carried out and security analysis of the ciphered images are demonstrated that the two proposed schemes had a better performance in terms of security, sensitivity and robustness.
I. INTRODUCTION
With the great progress in Internet technology and the maturation of digital image processing techniques, various applications of digital images are commonly widespread and are still continuously and rapidly increasing in the future. Although, a potential information security risk is still and always exist during the transmission operation of digital images over an opened (unsecured) networks. Naturally, the security of multimedia content such as plainimages attracts more and more attention from cryptographers points of view and leads to the importance of image encryption technology in many applications.
Image encryption principles is different from that of text due to some intrinsic features of images such as bulk data capacity, high redundancy, strong correlation among adjacent pixels, and so forth. The traditional of various encryption algorithms that is based on number theory such as Data Encryption Standard (DES), Advanced Encryption Standard (AES) and the RSA cryptosystem, are found to have the weakness of low-level efficiency when the image is becoming bulky and large [1] , [2] . Consequently, these algorithms are not fully suitable for the encryption of such kind of large sized data, especially for a real-time communication scenarios.
In many situations, the color images are commonly used and frequently transmitted over the Internet and through wireless communication networks, because, they contain more abundant information than the grayscale images. Though some encryption algorithms for grayscale images can be easily extended and modulated to handle color images, it consumes more running time due to additional information required to represent the Red, Green and Blue (RGB) color image components. So, the need to develop a secure encryption algorithm for color images has attracted growing attentions in recent years [3] , [4] .
In this paper, we proposed a new encryption scheme based on segment the image into blocks of size N × N , in order to increase the security level of the cipherimages and the resistance against known-plaintext and chosen-plaintext attacks.
The paper is organized as follows. In Section II, the preliminaries of EC and CBC mode are discussed. In Section III, given a background about the current image encryption schemes. In Section IV, the description of the proposed schemes are presented. In Section V, presented the experimental results and discussion while conclusions are given in Section VI.
II. PRELIMINARIES

A. Elliptic Curve over a Binary Finite Field
The field F 2 m is called a binary finite field and it can be viewed as a vector space of dimension m over the field F 2 which consists of two binary elements {0, 1}. A nonsupersingular elliptic curve E over a binary field F 2 m is defined by an equation taking the form
where the parameters a, b ∈ F 2 m with b = 0. The set E(F 2 m ) consists of all the points (x, y), x ∈ F 2 m , y ∈ F 2 m , which satisfy the defining equation given in (1), together with a special point O called the point at infinity. These set of points form an abelian group with respect to the arithmetic of elliptic curve addition rules over this abelian group [5] .
B. The Chaos-Driven ECPRNG
The Chaos-Driven Elliptic Curve Pseudo-random Number Generator (C-D ECPRNG) is considered to be the EC-Linear Congruential Generator [6] driven by a chaotic map and is presented in [7] for the prime finite field F p . Such specific modification improves randomness of the sequence generated and increases it's periodicity. The C-D ECPRNG for a given seed point G(x, y) ∈ E(F 2 m ) as the secret key, is defined as the following sequences of points generated by EC-points addition operation:
where U 0 (x, y) ∈ E(F 2 m ) is the "initial value" and b i is the random bits generated by a chaotic map Φ
where the state space S = [0, 1] is the interval and S 0 = [0, 0.5], S 1 = (0.5, 1] are two subsets of the interval equal to 0.5 [8] .
C. The CBC Mode of Operation
In cipher block chaining (CBC) mode, the encryption of a block not only depends on the key but also on the previous blocks [9] . The encryption process is context-dependent operation. This means that the same size blocks in different contexts are encrypted differently. The receiver can confirm that the cipher block has been changed because the decryption process of a manipulated cipher block does not work.
The CBC mode uses a fixed initialization vector (IV) which can be made public. Then, the plainimage is decomposed into blocks of length n. If Alice encrypts the sequence b l , ..., b n , of plainimage blocks of length n using the key k, then she sets
She obtains the cipher block
In general, the CBC mode of operation encrypts the same plainimage differently with different initialization vectors. Moreover, the encryption of a plainimage block depends on the preceding plainimage blocks. Therefore, if the order of the cipherimage blocks is changed or if the cipherimage blocks are replaced, then the decryption process becomes very hard or even impossible.
III. LITERATURE REVIEW Pareek et al. [3] proposed a new approach for color image encryption based on chaotic logistic maps. An external secret key of 80-bit length and two chaotic logistic maps are employed. Eight different operation-types are used to encrypt the image pixels. In [10] , Huang and Nien proposed a color image cryptosystem using multi-chaotic systems, which is composed of two shuffling stages parameterized by chaotically generated sequences. But, it is found that this method cannot resist known-plaintext attack and chosen-plaintext attack [11] . Liu and Wang [12] designed a stream-cipher algorithm based on one-time keys and robust piecewise linear chaotic maps in order to get high security and improve the dynamical degradation. The initial conditions were generated by the Message Digest hash function (MD5) of the mouse positions. In [13] , Patidar et al. have designed a fast loss-less symmetric color image cipher based on the widely used substitutiondiffusion principle which utilized chaotic logistic maps. In [14] Rhouma et al. have proposed an approach for color image encryption based on one-way coupled-map lattices (OCML). An external secret key of 192-bit length was used to generate the initial conditions and parameters of the OCML by making algebraic transformations to the secret key. Liu and Wang [15] applied a bit-level permutation and high-dimension piecewise linear chaotic map to encrypt color image. The chaotic Chen system was employed to confuse and diffuse the red, green and blue components simultaneously. In [16] , Ye has proposed an efficient image encryption scheme based on generalized Arnold map and generalized Bernoulli shift map. The proposed scheme can shuffle the plainimage efficiently in the permutation process. In [17] , a new color image encryption algorithm was presented based on Logistic map, which is used to encrypt the red, green and blue components of color image at the same time and make the three components affect each other.
It is found that most of the chaos-based cryptosystems for color images usually employ the low dimensional and single chaotic system which leads to some fundamental drawbacks such as insufficient key space and weak security function. Moreover, the red, green and blue components are unchanged when only pixel shuffle is used. 3) Convert 2D image block to 1D block array by using Zigzag pattern. 4) Encrypt each 1D block array with it's analogue secret key using XOR operation. 5) Repeat step 3 and 4 for each block and for each color component (R, G and B).
IV. THE PROPOSED IMAGE ENCRYPTION SCHEMES
In this section, two encryption schemes for grayscale and color images are proposed. The first scheme is described in algorithm 1 (Scheme 1) and it starts with reading the grayscale or color image, then, divide it into blocks of size N × N . Here, we divide the image into blocks of sizes 8 × 8, 16 × 16 and 32 × 32. Then, we convert each 2D plain block to 1D block array by using Zigzag pattern. The resulted block arrays are encrypted with it's analogue secret key using the XOR operation. We repeat the encryption operation until the end of the plainimage blocks.
The second scheme starting the same way, but, the plainimage block is XORed with the previous encrypted image block before it is in turn encrypted according to the CBC mode given in Section II-C. In the second scheme which described in algorithm 2 (Scheme2), the encryption of each image block depends on all the previous blocks. In other words, each image block is used to modify the encryption of the next block. So, each cipherimage block is dependent not just on the plainimage block that generated it, but, on all the previous plainimage blocks.
Algorithm 2 Second Encryption Scheme 1) Read gray/color image.
2) Divide the image into blocks with size N × N .
3) Convert 2D image block to 1D block array by using Zigzag pattern. 4) Encrypt the first 1D block array with it's analogue secret key using XOR operation. 5) The resulting encrypted block from previous step is again XORed with the next plain block. 6) Repeat step 5 for each next block and for each component. 
V. EXPERIMENTAL RESULTS
In this section, the performance of the two proposed schemes is analyzed by using different security test measures. These measures are taken as follows: key space analysis, statistical analysis including histogram analysis and computing the correlation coefficients of adjacent pixels, information entropy analysis, test security against differential attack including calculating the number of pixel change rate (NPCR) and unified average changing intensity (UACI). The used grayscale images are (brain1 and brain2) with size 256×256 and (lena1) with size 512 × 512. Also, the color images (lena and peppers) with size 256 × 256 and (lena2) with size 512 × 512 are used and the security analysis of the cipherimages is carried out.
A. Histogram Analysis
To prevent the leakage of information, it is important to ensure that cipherimage does not have any statistical resemblance with it's original plainimage. A robust encryption scheme should always generate a cipherimage of uniform histogram for any plainimage. In this work, the histograms are plotted for grayscale/color plain and ciphered images. Figs. 1(a -c) and Figs. 2(a -c) display the histogram of the grayscale and color images ( Fig. 1(a) and Fig. 2(a) and the corresponding cipherimages ( Fig. 1(b, c) and Fig. 2(b, c) ), respectively. From these figures, one can clearly notice that the histograms of the ciphered image are fairly uniform and significantly different about those of the original image. The statistical feature of the original images is enhanced in such a manner that the cipherimages had a uniform level distribution and good balance property.
B. Correlation Analysis
It is known that two adjacent pixels in every plainimage are highly correlated vertically, horizontally and diagonally. This could be the property of any ordinary image. The maximum value of correlation coefficient test is 1 and the minimum value is 0. A robust image encryption scheme versus statistical attack should have a correlation coefficient value of˜0. Results of horizontal, vertical and diagonal directions are obtained as shown in Table I for different grayscale images and Table II for different color images. These results demonstrate that there is negligible correlation between the two adjacent pixels in the cipherimages, even when these two adjacent pixels in the plainimage are highly correlated. Also, it is comparable to the correlation coefficient values presented by references [10] , [14] , [18] , [19] , [20] and [21] as shown in Table III .
C. Entropy Analysis
Entropy is defined to show the degree of uncertainties in the system. It is well known that the entropy H(m) of a message source m can be calculated as:
where P (m i ) represents the probability of symbol m i . For all the considered cipherimages shown in Fig. 3(b, c) and Fig. 4(b, c) , the number of occurrence of each grayscale and color images is recorded and the probability of occurrence is computed for grayscale images and color images with different block sizes, respectively. Table IV and V indicates the various values of the entropies for the encrypted images by the presented schemes. It can be noted that the entropy of the cipherimages are very near to the theoretical value of 8 indicating that all the pixels in the encrypted images occur with almost equal probability. Therefore, the information leakage in the proposed encryption schemes is negligible, and it is secure against the entropy-based attack. Also it is comparable to the entropy values presented by references [12] , [14] , [18] and [22] as shown in Table VI .
D. Sensitivity Analysis
In order to avoid the known-plaintext attack, the changes in the cipherimage should be significant even with a minor [10] 0.1257 0.0581 0.0504 Ref. [14] 0.0681 0.0845 0.0046 Ref. [18] -0.00124 0.00176 0.00193 Ref. [19] -0.00368 0.00014 -0.02298 Ref. [20] 0.0042 0.0033 0.0024 Ref. [21] -0.0018 0.00033 0.00427 change in the plainimage. If one small change in the plainimage can cause a significant change in the cipherimage, with respect to diffusion and confusion properties, then the differential attack actually loses its efficiency and becomes practically useless. To quantify this requirement, two common measures are used here: number of pixels change rate (NPCR) and unified average changing intensity (UACI) [23] . We have tested the NPCR and UACI with the proposed encryption schemes to assess the influence of changing a single pixel in the plainimages on the cipherimages. From the obtained results, we have found that the average values of the percentage of pixels changed in cipherimages is greater than 99.65% for NPCR and 33.46% for UACI for the two proposed encryption schemes. This implies that the proposed schemes is very sensitive with respect to minor changes in the plainimage as shown in Table VII and Table VIII .
E. Key Space Analysis
The key space that is being used for encryption must be large enough to make the brute-force attack infeasible [24] . The key sequences generated using the elliptic curve generator over the field F 2 had high periodicity so that the cipherimages are secure. In addition, the used chaos-driven elliptic curve pseudo-random key sequence generator has a flexible, moderately large key space, which comprises of the following parameters:
1: The secret key of the chaotic generator (if the precision is 10 −14 , then, the size of the key space for initial condition and control parameter is 2 93 ), 2: Possible elliptic curves and the base point, 3: The external secret user's key of CBC mode. Then, the total number of possible keys is the size of the key space and is equal to the product of the above parameters. It is to be noted that unless all the above elements of the key space are known to the attacker, decryption using brute force attack is difficult. Even if the proposed schemes are hacked, after number of iterations and using different keys, the attacker is able to view only one single part/block of the image.
VI. CONCLUSION
Image encryption algorithms play a vital role in the security of digital images and is considered one common method to protect the image information. In this paper, we presented two encryption schemes for grayscale/color images based on split the image into sub-blocks of different sizes N × N to increase the image security. Each block is transformed into a one dimensional (1D) array by using the Zigzag pattern. Then, the XOR logical operation is used to encrypt each block with the analogous secret key. In the second scheme, after the transformation process and before the next block is encrypted, it is XORed with the first encrypted block to become the next input to the encrypting routine and so on. This feedback mechanism depends on CBC mode of operation which considers highly nonlinear.
The results show that lower correlation and higher entropy resulted by using smaller block sizes. Also, the results showed that the correlation between image elements was significantly decreased by using the second proposed scheme (Scheme2) with block size 16 × 16 and 32 × 32. [14] 99.5843 33.3755 Ref. [17] 99.6358 33.4428 Ref. [18] 42.7519 13.2874 Ref. [19] 99.7915 49.2191 Ref. [20] 99.2173 33.4055 Ref. [21] 99.9654 33.5720 Ref. [25] 99.6062 33.8981
